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1.0 Password Expiration Warning Message

A warning message of pending password expiration is visible on the home page
beginning 15 days prior to expiration date. Refer to the screen below.

e | Identity Manager - Microsoft Internet Explorer

File Edit “ew Favarites Tools Help -,'

eBack - \_) |ﬂ @ ._;\I /-._\J Search ‘-E::{’Favnrites ‘3 <] = -:; = J '\h\ ﬁ

Address |5§| hktp:/ fksif ap07-app . sdps.org 8080 idmuser/main. jsprlang=engcntrw=135 hd | Go Links **

Logged in a5 wnB8a7 [ Logout [ HeLe

« QualityNet

Home | Profile |

Welcame, MARY JANE O. vou successfully logged into QIFS user self-service site.

Copryright 2007, Centers for hMedicare & biedicaid Services{Chi5). Al Rights Reserved.

Feleaze 1.1.04

@_AI Done £ Internet

2.0 Forgot Password

2.1 Internet Explorer (IE) Settings

IMPORTANT:

If you are using IE , the browsing setting to check for newer versions of stored pages
should NOT be set to “Never”. All of the other setting options are acceptable. To view
your setting, go to your Internet Properties. On the General tab, select the settings
button under the Browsing history section.
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Internet Properties

General |Security Privacy | Content | Connections | Programs | Advanced

Home page
/‘? To create home page tabs, bype each address onits own line.
! .

http:/fportal.csc.comf

’ Use default H Use blank

Browsing history

’l_ | Delete temporary files, history, cookies, saved passwards,
V) and web Form inFormation,

Delete. .. ] [ Settings l

Search

[ &9 Change search defaults.
}*J

Tabs
hange how webpages are displavedin Settings
tabs.

Appearance

Colors ][ Languages ][ Fants ][ Accessibility ]

[ CK ][ Cancel ]

Review your options. Remember, “NEVER” should NOT be selected.

Temporary Internet Files and History Settings r$__<

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
For Faster viewing later.

Check For newer wersions of stored pages: /
() Every time I wisit the webpage
O Ewery time I start Internet Explorer
(&) Automatically

O Mewer
Disk space to use {8 - 1024ME): =
{Recommended: 50 - 2Z50ME)
Current locakion:

CADocuments and SettingsithorntpiLocal Settings) Temporary
Internet Filesh,

[ Mowve Folder. .. ] [ Wiew objects ] [ Wiew Files

History

Specify how many days Internet Explorer should save the lisk
of websites wou have visited.

Days to keep pages in hiskory: 20 &
I Ok ] [ Cancel ]

NOTE: Screen images may vary slightly depending on the version of Internet Explorer.
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2.2 Forgot Password Process

In the event that a user forgets their password and has previously answered the
authentication questions, the user can use the self service password process to
generate a new password.

Note: The user can only use if he has not entered the wrong password 3 times. Entering
the incorrect password 3 times causes the account to be locked. If the user’s account is
locked, he will have to request a password reset from his SA or the Help Desk. If the
user contacts the Help Desk, he will be required to answer three randomly selected
security questions. The user will receive an email containing a temporary password.
Upon login the user will be required to change the temporary password.

At the login screen for the QIPS User or the QIPS Security Administrator interface,

Required Action (1): Click on Here to reset your password.

HELF
Log In to QIPS
Welcome to QIPS. Enter the requested information, and then click Login,
If you cannot remember your password, please click HERE to reset your password
User D
Passwor d

The The Forgot Your Password page will be displayed as shown below.

Required Action (2): Enter your User Id and Click Launch.
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LoeouT | HELP

« Quality
_eeeeeeeeeeey

Forgot Your Password?

Enter your User ID and click the Launch button. ¥ou wil be redirected to the user login page

An email will be sent to youwith further instructions. Please review this email wihin the next 24 hours.

User D (SRR

Copyright 2007, Certers for Medicars & hedicaid Servicest (ChE). 1 Rights Reserved

Release 1.1.01

The QIPS Log page will be displayed.

[
- Quality
|

Log In to QIPS

Welcome to QIPS. Enter the requested information, and then click Login,

Ifyou cannatremember your password, please click HERE to reset your password

Required Action (3): Close the internet session.

Required Action (4): Check your email. The user will receive one of the following
emails.

Example Email 1: The user can not use the Forgot Password Process if his account is

locked. If the user’s account is locked, he will receive the following email and will have to
request his SA or the Helpdesk to reset his password.
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; C8C-Lab06@sdps ory To [
R OB/09/2009 11:58 Ahd co
bee

Subject |[ACTIOMN REQUIRED: Fargot QIPE User Password

NOTE * * * This is a system-generated email. Do Not Reply to this
message. * * *

Your account is locked.

Please contact your Security Administrator or the Help Desk for
assistance in resetting your password.

Help Desk Phone Number: 1-888-ESRDHD1

Thank you,
QualityNet ldentity Provisioning System

e DR 2
Example Email 1: Forgot Password Process email sent to user when his account is locked

Example Email 2: The user can not use the Forgot Password Process if he has not
answered at least 6 authentication questions. If the user has not answered at least 6
authentication questions, he will receive the following email and will have to request his
SA or the Help Desk to reset his password.

- CBC-Lab06@sdps ory To (R
R OB/09/2009 12:02 Phd co
bee

Subject |[ACTIOMN REQUIRED: Fargot QIPE User Password

NOTE * * * This is a system-generated email. Do Not Reply to this
message. * * *

You have not answered the required amount of authentication questions.

Please contact your Security Administrator or the Help Desk for
assistance in resetting your password.
Help Desk Phone Number: 1-888-ESRDHD1

Thank you,

QualityNet ldentity Provisioning System
= Il ECwarl [aTale]

Example Email 2: Forgot Password Process email sent to user the required number of authentication
questions are not answered.
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Example Email 3: If the user is able to use the Forgot Password Process, he will receive
the following email.

CSC-Lab06@s dps.org To B
06/09/2008 12:32 Ph co

Subject |ACTION REQUIRED: Forgot QIPS User Passward

NOTE * * * This is a system-generated email. Do Not Reply to this message. * * *

Please click on the link below to reset your password by answering your security
questions.

https://www.qualitynet.ord/idm//user/forgotPassword. jsp?eid=20090619075342ZCt0jB

IT clicking the link above doesn"t work, please copy and paste the URL in a new browser
window.

IMPORTANT * * * This link can only be accessed once and will expire in 24 hours. In the
event the link has expired, you must start the Forgot Password process again. * * *

IT you have any questions regarding this notification, please contact your Security
Administrator or the Help Desk for assistance.
Help Desk Phone Number: 1-888-ESRDHD1

Thank you,
QualityNet ldentity Provisioning System

Sl "
i SR O

Example Email 3: Forgot Password Process email sent to user to continue the process

Required Action (5): Follow the instructions in Example Email 3 above and click on the
link.

The Identify User page will be displayed as shown below.
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Locout [ HELP

« Quality

|
Identify User

Please answer the following questions. Answers will be automatically converted to upper-case
(L] AccountID ot T T

\What year did you graduate from high
school

Whatis your father's middle name

‘Whatwas the name of the first elementary
school you attended

Required Action (6): Provide the answers to the Authentication Questions displayed.
Enter the same answers as you did when setting them up. The answers are not case
sensitive. The fields are display-protected, just as a password field would be.
Required Action (7): Click Login.

The Change Password screen will be displayed as shown below.

HELF.

« Quality
-

Change Password

The minimum lengthis: &

The maximum length is: 18

It must begin with 1 alpha character.

It must contain atleast 1 special character, 1 upper case letter, 1 lower case letter, and 1 number.

It can not centain space(s),

It can not contain 3 repetitive numbers, letters or special characlers (i.e 222, CCC, aaa, 558).
FESSTERIFERE 5 o Tef o o (RS f s LS )

It can not contain your first name, your kast name, or your first and last name combined (ie. John, Dog, JohnDoe)

It can not contain your email address

It must be different from the previous & passwords

It can not contain 4 consecutive characters from your previous password.

It can not contain a resenvad word. Consultthe QIPS Users Guide for a list of reserved words

Password

Confirm Password

Change Password

Required Action (8): Enter a new password, according to the password policy provided,
and confirm it in the fields provided. The fields are display-protected.

Required Action (9): Click Change Password.

The system will display the Home Page.
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Logged in as

« QualityNet

Home | Profile

Welcome, PENNY USER NETWORK17.You succassfully logged into QIFS user self-sevice site

LoGoUT [ HELP

3.0 Change Password

Log onto the QIPS User application. The Home screen will be displayed.

Logged in as:

LoGOUT | HELF

« QualityNet

Home | Profile

welcome, PENNY TESTER You successfully logged inte QIPS user self-senice site

Click on the Profile tab. The following screen will be displayed.
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RSttt et Sty

- QualityNet

Home | Profls

Change Account Atinbates

Change Answers to Authentication Questions

Wou are required 16 answer ot 1eas! Sl SUThENtcation quastions 16 use me Selaerdce Forgotien Pansward process

snons
i I actdifion
np for assistance.

Authentication Questions

1l For Login Intertace

Conutramts
0 questions can have tha same answar
ngih: 4

&, Mallnama, Eastnam
siden, name. year, graduate.

& VIuRE] 8 e, erma o
what mather. mathers, from. nigh, school, city, were. bom, make, your, first, father, fathers. middie, sismantary,

th Tosowing Answers will Be sutcmatically comened 1o uppar-caie

3 yOUr Mathers masden namo?

a1 e gid you pradusts from high schoot?

CHARLESTON

ity ware you Bom in?

s play CHELRLEADER

& make of your fir

5 rour fathers middie namaes

mEnlany SChoot you aNended?

Save | [Cance |

Click on the Change Password tab. The Change Password screen will be displayed.

LoGOUT [ HELP.

Logged in as: mi188

A

« QualityNet

Home  Profile
Authentication Questions | Change Password ‘ Account Attributes |

Change Password

To change your password, enter and cenfirm a new password, and then click Change Password.

The minimum length is: &
The maximum length is: 16
It must begin with 1 alpha character
It must contain atleast 1 special character, 1 upper case lefter, 1 lower case letter, and 1 number.
It can not contain space(s)
Passward Policy It can not contain 3 repetitive numbers, letters or special characters (i.e 222, CCC, aaa, 555).
It can not contain your QIPS Account User 1D
It can not contain your firstname, your last name, or your first and Iast name combingd (i.&. John, Doe, JohnDog)
It can not contain your email address.
It must be different from the previous 6 passwords.
It can not contain 4 consecutive characters from your previous password.
It can not contain a reserved word. Consultthe QIPS User's Guide for a list of reserved words.

Confirm Password l:l

Change Password

Required Action (1): Enter the new password in the Password field. Note: The new
password must conform to the Password Policy.

Required Action (2): Re-enter the new password in the Confirm Password field.
Required Action (3): Press the Change Password button.

The following screen will be displayed.
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Logged in as

LoGOUT _ [ HELP

« QualityNet

Home  Profile

Enter Your QIPS Password

You are required to enter the password you legged in with before the requested action can be completed.

Required Action (4): Enter the password you logged in with(old password).
Required Action (5): Press the OK button.

The CMS confirmation page will be displayed.

EWARNING*WARNING*™WWARNING***

“ou have accezsed a U.3. Government infermation system. There iz no right of privacy on this system.

All data contained within thiz ystem iz owned by the Centers for Medicare & Medicaid Services of the U.S.
Department of Health and Human Services. For the purpose of protecting the rights and preperty of the
Department, and to moniter compliance with all applicable statutes, regulations, agreements and pelicies; data
access, entry and utilization may be monitored, intercepted, recorded, copied, audited, inspected or ctherwize
captured and/cr analyzed in any manner.

Use of thiz system by any user, autherized or unautherized, constitutes consent to this menitering, interception,
recording, copying, auditing, inzpecting or etherwize capturing and/or anatyzing of data access, entry andior
utilization through this system.

Unautherized access iz prohibited by Title 18 of the United Statez Code, Section 1030. Unauthorized access or
uze of thiz computer system may subject violaters te criminal, civil, and/or adminiztrative action. System
perzonnel may give any potential evidence of crime found on Department computer systems to law enforcement
officials.

System users are required to adhere to all applicable statutes, regulations, agreements and policiez governing

their access to and use of the data centained within thiz syetem including, but not limited to, "CMS Information
Security Policiez, Standards and Precedures.

= ARNING ™ ARNING W ARNING ™

EE [ o |

Required Action (5): Press the | Accept button.

The QIPS user home page will be displayed.
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4.0 Other Functionality Changes

4.1 Changes for Security Administrators
The following changes pertain to Security Administrators only.
1) Spaces are allowed in job title, manager name, and manager job title fields.

2) The special characters @, ,.,-,+,=."{,},and ~ are allowed in the user’s email address and the
manager’s email address.

3) QIPS Security Administrator Guide was updated to include the “unlock” functionality.

4) QIPS Security Administrator Guide was updated to show the number of days before the SA is
alerted that an account request is pending termination.

5) If the Security Administrator business changes, and the Security Administrator attempts to edit
or add a user in the previous business, they will receive the following message:

Your business name is no longer valid. Your Security Administrator must update your
business selection before you can add or modify users.

6) The following defects identified from Verification & Validated testing were resolved.

a) The e-mail subject line of ADD-001 contains the name of the Security Administrator
that created the account.

b) All changes made on the Identity Info tab are reflected.
c) The Comment field accepts 256 characters.

d) If all Selected Applications are removed, the form will refresh to display the required
default of QIPS Account Management System in the Selected Applications field

e) Error message is displayed when a Security Administrator attempts to re-enable a user
for the reason of "No Longer Requires Access".

f) The PaperWork Info tab references the "QIPS" account form rather than a "CAS"
account form.

g) The closing line of email ADD-001 is “Thank you” instead of “Regards”.
h) The user and the user's manager are in the .cc field for email DIS-001.

i) When using the disable user process, the manager’'s name and the manager’'s email
address fields are validated appropriately.

j) When creating a user, the first and last name fields that contains more then 50
characters is correctly processed.

k) When creating a user, the user email address field that contains more than 75
characters is correctly processed.
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4.2 Changes for Users

The following change pertain to Users only.

1) Userids and email addresses are blocked out in the QIPS Users Guide per ST&E
recommendation.

4.3 Changes for Security Administrators and Users

The following changes pertain to both Security Administrators and Users.

1) The valid special characters for the password fields were changed to be the same as the
default Sun IdM special characters ~!@#$%"&*()_+=-" {}{J|\:";'<>,.? and /.

2) Embedded space(s) is/are not allowed in password.

3) The new password will allow only 3 or less consecutive repeating characters from the previous
password.

4) The QIPS Security Administrator Guide was updated to include the “unlock” functionality.

5) The QIPS Security Administrator Guide was updated to show the number of days before the
Security Administrator is alerted that an account request is pending termination.

6) The Helpdesk is in the .cc field for email ENB-001.

4.4 Changes for Help Desk and/or Help Desk Support Users

The following changes pertain to both Security Administrators and Users.

1) The following defects identified from V&V were resolved.

a) The PaperWork Info form references the "QIPS" account form rather than a "CAS"
account form.

b) The user and the user’'s manager are in the .cc field for email DIS-001.
¢) The Helpdesk is in the .cc field for email ENB-001.

d) When using the disable user process, the manager’s name and the manager’'s email
address fields are validated appropriately.

e) The colon was removed and the missing parenthesis was added to the subject line for
email ADD-008.
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